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If there is one thing you can be sure of in the world of �nancial services is that as sure of as the sun will come up 
tomorrow, the regulators will be on your doorstep regulating.
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Over the past few years, the digital transformation has increased the complexity of company asset protection regarding defining what must be 
protected and where it has to be protected. Historically the assets that most companies concerned themselves with protecting were tangible items 
such as equipment, buildings,and physical inventory. With the adoption of technology, computers, the internet and the cloud, companies must add 
data to the top of their list of assets. The data or “crown jewels” could include highly sensitive information such as customer data, employee data, 
intellectual property and trade secrets.

Data protection challenges
Companies are struggling to protect their data in digital format but also in defining what constitutes sensitive data and where that data should be 
kept. Security incidents involving unauthorized access to customer, employee, or sensitive business data are inevitable. Technology systems are 
designed, developed, configured, and maintained by people which increases the potential for human error. For this reason, companies must guard an 
increasing number of endpoints, manage remote access to data, understand the role of cloud services and third-party vendors – all while dealing with 
resource constraints.

Data protection in financial services
The financial service sector includes banks, trading firms, broker-dealers, mutual funds, investment advisers, credit unions, credit card processing 
companies, and other organizations dealing with financial information and monetary assets. The sector is highly regulated as a result of a number of 
data protection failures and enforcement is rigorous.

At issue is the depth of customer data these companies accrue:

•    PersonallyIdentifiable Information (PII) – names, addresses, social security numbers);

•    Financial holdings information;

•    Beneficiary information; and

•    Insurance information.

This data is extremely valuable to the company serving the client and…also valuable and often the target of a firm’s competitors, malicious insiders, 
and cybercriminals.

Financial service companies are responsible for protecting the confidentiality, integrity, and availability of the data they collect. Failure to provide due 
care, or to perform due diligence may result in charges of negligence and regulatory enforcement actions.

Recently, a number of financial service firms have been the object of well-publicized regulatory discipline for their failure to protect client data 
regardless of whether the data protection failure resulted in harm or foul play. Monetary fines often are the least concerning or damaging aspect of the 
disciplinary actions. Nonetheless, regulatory risk is a concern for financial service companies and ultimately, their compliance professionals.

What is the cost of data protection failure?
The following chart summaries recent notable data protection failurecases and the resulting regulatory discipline:
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Regulator Action Summary Description

SEC’s order finds R.T. Jones violated 
Rule 30(a) of Regulation S-P and must 
pay a $75,000 Penalty

R.T. Jones failed entirely to adopt written policies and procedures reasonably 

designed to safeguard customer information.  RT Jones failed to conduct 

periodic risk assessments, implement a firewall, encrypt PII stored on its server 

and maintain a response plan for cybersecurity incidents. (SEC, 2015)

SEC charged Chinese Traders with 
Trading on Hacked Nonpublic Infor-
mation Stolen from Two New 
York-based Law Firms 

The SEC's complaint alleges that Lat Hong, Bo Zheng, and Hung Chin executed 

a deceptive scheme to hack into the networks of two law firms and steal 

confidential information pertaining to firm clients that were considering 

mergers or acquisitions. The action marks the first time the SEC has charged 

anyone for hacking into a law firm's computer network.(SEC, 2016)

CFPB Takes Action Against Dwolla for 
Misrepresenting Data Security Practices

The Consumer Financial Protection Bureau took action against online payment 

platform Dwolla for deceiving consumers about its data security practices and 

the safety of its online payment system. The CFPB ordered Dwolla to pay a 

$100,000 penalty and fix its security practices. Dwolla, Inc., based in Des 

Moines, Iowa, operates an online payment system. (CFPB, 2016)

Morgan Stanley Smith Barney LLC 
agreed to pay the SECa $1 million 
penalty

The SEC issued an order finding that Morgan Stanley failed to adopt written 

policies and procedures reasonably designed to protect customer data. As a 

result of these failures, from 2011 to 2014, a then-employee impermissibly 

accessed and transferred the data regarding approximately 730,000 accounts 

to his personal server, which was then ultimately hacked by third parties. (SEC, 

2016)

CFTC Orders AMP Global Clearing LLC 
to Pay $100,000 for Supervision 
Failures Related to Cybersecurity of 
its Customers’ Records and Informa-
tion

AMP Global failed to supervise its IT Provider’s implementation of ISSP provi-

sions it was delegated with implementing under AMP’s supervision. This 

included identifying and performing risk assessments of access routes into 

AMP's network, performing quarterly network risk assessments to identify 

vulnerabilities, maintaining strict firewall rules, and detecting unauthorized 

activity on the network. This failure left a significant amount of AMP's custom-

ers records and information vulnerable to cyber-exploitation for nearly ten 

months until a third party accessed AMP’s network. (CFTC, 2018)



What data protection failures cost companies/boards/compliance
The exposure to companies resulting from data protection failures can be enormous. Lack of due diligence and due care result in significant financial 
damage to a company. Potentially more damaging than the regulatory fines is the reputational damage that can result after a data protection failure is 
publicized. This includes damage to a company‘s public image and brand, all of which may make it difficult to attract future customers, recruit new 
talent, or regain the trust of existing clients.

What is the true cost of data protection failure to financial services companies and their board members?

Not all threats are high-tech or deliberately malicious. Consider the leaky faucet in a nearby kitchen, an email addressed to the wrong recipient, or a  
weather event causing local power outages. These may be equally destructive to a company’s data security. The list of threats to a company’s data and 
information can be endless. The list of vulnerabilities is even longer. It’s the logical extension of Murphy’s Law that anything that can go wrong will – a 
maxim that couldn’t be more accurate when it comes to data protection.

Where do data protection threats come from?
Threats to a company’s data and information come from a variety of sources. As noted previously, intrusions to company data may come from:

•   foreign hackers looking to steal secrets or other non-public information for profit;

•   rogue or malicious corporate insiders – employees with a grudge, for example; and 

•   the “white hat/good guy” hacker whistleblowers or bug bounty hunters seeking fame and fortune by exposing vulnerabilities in a financial compa 
     ny’s systems and security.
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FINRA Fines 12 Firms a Total of $14.4 
Million for Failing to Protect Records 
from Alteration

FINRA fined 12 firms a total of $14.4 million for significant deficiencies relating 

to the preservation of broker-dealer and customer records in a format that 

prevents alteration. FINRA found that at various times, and in most cases for 

prolonged periods, the firms failed to maintain electronic records in “write 

once, read many,” or WORM, format, which prevents the alteration or destruc-

tion of records stored electronically.(FINRA, 2016)

Regulatory Fiduciary 

Disciplinary fines

Revoked membership

Seized assets

Halted trading

Monetary penalties

Criminal penalties

Due care failure

Personal liability

Operational

Service interruptions

Technology failures

Due care Delayed processes

Increased expenses

Reputational

Loss of trust

Loss of customers 

Brand damage

Difficulty recruiting



Where do data protection threats come from?
Threats to a company’s data and information come from a variety of sources. As noted previously, intrusions to company data may come from:

•   foreign hackers looking to steal secrets or other non-public information for profit;

•   rogue or malicious corporate insiders – employees with a grudge, for example; and 

•   the “white hat/good guy” hacker whistleblowers or bug bounty hunters seeking fame and fortune by exposing vulnerabilities in a financial compa 
     ny’s systems and security.

Why proactive due diligence matters
While historically, companies failed to understand the impact of proactive data protection control implementation on their bottom lines, that time is 
over. Compliance professionals know that active data protection and security controls go a long way to improve public and customer perceptions. 
Responsible companies perform reasonable due diligence and follow due care practices that include understanding the threats, vulnerabilities, and 
risk profile of their company data and information. 

Smart data governance
A company practices good data protection hygiene by developing and implementing data governance systems. These programs focus on maintaining 
and protecting the confidentiality, integrity, and availability of the company’s data and information and encompass the physical, technical and 
administrative (operational) control areas of data protection.

Developing strong physical, technical, and administrative controls demonstrates to the public, investors, and regulators that a company has taken 
reasonable due care and taken the necessary steps to protect the company, its customers, and employees from possible threats.

What data protection strategies make sense?
There are many physical, technical, and administrative data protections to consider:

But of all data protection strategies, the most important line of defense is one’s people.

Companies will spend millions of dollars installing physical and technical security controls. But when all else fails, the last and best defense is the 
well-trained human firewall.

Create a proactive "human firewall" culture. Develop employee cyber awareness and cyber training campaigns. Educate your teams about their 
responsibilities and the critical role they play in protecting your company’s data. Make sure to update them about current threats such as phishing and 
social engineering. Provide job-specific training for highly targeted functions such as human resources, accounting/finance, executives, and support 
staff. Regularly test employee s’ security knowledge to see how readily they recognize and respond to an “attack” on your data.

Protect your data from the inevitable
Security incidents involving unauthorized access to customer, employee, and business data are inevitable. Practice reasonable due diligence and due 
care. Test your teams’understanding of the threats, vulnerabilities, and risk. Only then, can a company can deploy appropriate counter measures. 

A proactive “breach ready” data governance program combined with a positive security-focused company culture will help build and maintain a 
strong reputation and the trust of clients.
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Physical Technical

Security cameras (CCTV)

Card readers

Designated securezones

Locks on doors and cabinets

Penetration testing

Vulnerability scanning

Antivirus/Malware software

Data backup and replication

Administrative

Security policies (WISP)

Business continuity plan (BCP)

 Incident response plan (IRP)

Disaster recovery plan (DR)

Security guards Intrusion detection (IDS) Staff training and awareness
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About Michael Marrano
Michael Marrano (mmarrano@ranoadvisors.com) is the co-founder of Risk Analysis & Oversight (RANO) Advisors where he focuses on developing 
proactive Technology and Cybersecurity strategies for clients. Michael is a CISSP, CISM, and CISA certified cybersecurity subject matter expert, a former 
chief technology officer (CTO) and security officer (CISO), and a real-world technology and information security practitioner who has been honing his 
skills over the last three decades.

About
RANO Advisors (www.ranoadvisors.com) is an independent consultancy focused on delivering high-touch cost-effective services to clients. RANO helps 
clients navigate the Information Technology and Cybersecurity risk complexities, achieve a higher return on investments, and succeed with threat 
management. RANO services help clients offset the gaps in skill sets, overcome resource limitations and limited bandwidth so clients can focus on the 
day-to-day functions and priorities of running their business. 
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